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HOW SAFE IS YOUR ORGANIZATION?7??

1. Are your protection methods good enough to thwart the highest levels of spies, criminals,
and terrorists?

2. Are your information networks protected from the most advanced hacking/monitoring
attacks?

3. Are all your communications systems locked down and intrusion free?
4. How easy is it for an advanced level operator to monitor conversations in your building?

5. Physically, how secure are your facilities? Are they intrusion proof? Are they safeguarded
from bombing attacks, gunman attacks, chemical and biological weapons, etc.? Are they safe
from trained operatives who may want to physically monitor your premises?

6. Are your staff members trained to react to different types of attacks?

CSS offers you the highest level of auditing and testing of your security standards. We have a
team of professional specialists from different backgrounds who will analyze and test your
current levels of security.

Based on their findings, you will be issued a report. The report will detail the weaknesses of
your current security system. Then a series of suggestions will be made based on the findings.
These suggestions can then be implemented by our team.

If you choose to go forward and correct the weaknesses found within your organization, CSS
will provide both physical and product solutions as well as any training that is recommended.

AUDIT OPTION PACKAGES

Depending on your organization’s needs, we offer four different levels of auditing.

Black: 2 weeks

The Black Audit is for governments and military facilities/organizations with top level,
military-grade security requirements. It entails 10 days of full security checks consisting of the
following:

Day 1: Kickoff meeting, followed by Physical Security Survey
- Basics: CCTV, Fire, Alarms, Suppression Systems, Access Controls
- Physical entry including perimeter security and all physical access points
o “terror-proofing”
- Chemical/Biological Entry
o “terror-proofing”
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Day 2: Physical Security Testing
- Commando and Special Forces experts will design threat scenarios and conduct
actual exercises in the facility in order to test the current measures in place.
Day 3: Communications Security Survey
- Survey of the total Communications network, including Radio, UHF, VHF, video, all
audio, GSM, CDMA, Satellite, and 3G.
Day 4: Communications Security Testing
- Our communications experts will test different ways of breaking into the
communications system for both monitoring communications and disabling
communications for the entire facility/organization.
Day 5: Network Security Survey
- A survey of the current network system in the facility/organization will be conducted.
Day 6: Network Security Testing
- Our hackers will attempt to hack into the current networks (through the current
security implementations) in the facility/organization.
Day 7: Personnel Survey
- Analysis and survey of the facility/organization personnel will be conducted.
Day 8: Personnel Testing
- Our team will create scenarios to test the personnel’s reactions/training/abilities.
Day 9: Attach Scenario 1
Based on their above findings, our team will create a security test scenario.
Day 10: Attach Scenario 2
Based on their above findings, our team will create a security test scenario.

At the end of the 10-day audit, our experts will prepare a report of their findings. They will also
prepare a report of their recommendations with a price quote. If the enduser/organization
chooses to proceed, then our team will move forward to implement the recommendations.

Platinum: 1 week

The Platinum Audit is for governmental organizations like embassies and governmental bodies
operating in foreign territories. This is a 5-day audit package:

Day 1: Physical Security Survey

Day 2: Physical Security Testing

Day 3: Communications Security Survey
Day 4: Communications Security Testing
Day 5: Network Security Survey and Testing

At the end of the 5-day audit, our experts will prepare a report of their findings. They will also
prepare a report of their recommendations with a price quote. If the end user/organization
chooses to proceed, then our team will move forward to implement the recommendations.

Gold: 3 days

The Gold Audit can be used by any organization, including governmental bodies, foreign
affairs, and civil facilities. It is a 3-day audit package:
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Day 1: Physical Security Survey and Testing
Day 2: Communications Security Survey and Testing
Day 3: Network Security Survey and Testing

At the end of the 3-day audit, our experts will prepare a report of their findings. They will also
prepare a report of their recommendations with a price quote. If the end user /organization
chooses to proceed, then our team will move forward to implement the recommendations.

Silver: 2 days

The Silver Audit is a package aimed at civil and commercial organizations (universities,
football stadiums, etc.). For this package, before beginning the audit, we decide on one point of
focus from the following menu: physical security, network security, personnel security, and
communications security. The Silver Audit then focuses on that point. For example, with civil
and commercial organizations, physical security is a big issue and point of focus.

The following is an example of a Silver Audit where the focal point is physical security:

Day 1: Physical Security Survey where we do a walk-through of the project site.

Day 2: Devoted to testing the focal point (physical security in this case). If the chosen focal
point is physical security, then we will spend Day 2 testing physical security and creating test
scenarios for the client.

At the end of the Silver Audit, our experts will prepare a report of their findings. They will also

prepare a report of their recommendations with a price quote. If the end user/organization
chooses to proceed, then our team will move forward to implement the recommendations.

SOME KEY MEMBERS OF OUR AUDIT TEAM

Please note that all members of the CSS audit team will sign confidentiality and non-disclosure
agreements for all customers. Also, their credentials are available to our clients for background
and security checks. CSS takes great care in the creation of each audit team for protective /
security measures. Our teams are comprised of professionals with following areas of expertise.

= |T Security = Biological and Chemical Hazards
= Special Forces Team = Communications

" Anti-Terrorism = Infrastructure Security
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HOW DO WE GET STARTED?

The first thing you need to do is decide on what level of audit package you require. If you need

assistance in deciding on what your organization

please email us at

info@csspakistan.com. Tell us as much as you are able to about your organization and its
needs and we can then provide a package recommendation for you. Also, please note that we
will customize each security audit to meet the exact needs/requirements of the organization /
end user. Once the decision is made as to what level of audit you require, we will schedule a

date for your audit to begin.

PRICES

Level of Audit
Black

Platinum

Gold

Silver

PAYMENT TERMS

Price
$125,000
$70,000
$50,000
$25,000

Payment is by wire transfer, in the following manner:
50% when you schedule your audit date and 50% when our team arrives to the audit
location (before the actual audit takes place).
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